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So, what are we talking about?
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What’s the backdrop today?
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What is the angle of approach? And why?

Organized by the South Texas Section of AIChE ®

16th STS-AIChE Southwest Process Technology Conference
Sept 22-23, 2025, University of Houston 

OT layer
-Process, SCADA, DCS, PLCs, BCS, EMS
-Machine vision, sound processing, edge GPU

Industrial AI orchestration layer
-aggregation
-integration
-contextualization
-structuring

IT layer
-Dashboarding, Engineering, Business Workflows

Device, App, and/or Modelling Updates?

Central Deployment & Programming?

Machine Vision Processing?

Operator Override?

AI?
Multiple AI Agents?



How to prove out new(er) technologies?
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Regarding a technology stack bridging operations and analytics
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Docker containers

Linux machines*

Hardened platform – standard IT user deletion

Extends across the enterprise, divisions, and plant sites

Running locally on OT – Think Autopilot and Full Self-Driving

Industrial Edge Management is done in a centralized way

Think 3 or 4 people in the admin team for 10k edge devices

*What’s not on Linux 
machines: Stuxnet, 
Colonial Pipeline, Equifax, 
NotPetya, WannaCry



Edge computing enables modular, cloud-like control of local resources using containers and orchestration platforms, while traditional systems

rely on manual management of VMs or hardware. This shift supports real-time analytics, AI deployment, and Unified Namespace architectures

Comparison around edge and traditional on-premise
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Feature Edge Computing Traditional On-Premise

Management Centralized, cloud-like Manual, device-by-device

Scalability Dynamic, app-based Static, hardware-bound

Updates Remote, automated Local, manual

Integration API-driven, containerized Often custom or vendor-
specific

Delivery Method Containers/Helm Charts Virtual Machines/Physical 
Machines

OCI = Open Container Initiative



MQTT (Message Queuing Telemetry Transport) is a lightweight, publish/subscribe 
messaging protocol designed for low-bandwidth, high-latency, or unreliable networks.

Key Features:
Developed by IBM and Arlen Nipper in 1999 for oil pipeline telemetry.
Open standard (OASIS) since 2014.
Popular for industrial IoT and edge computing.

Why It Matters for OT:
Simple to implement.
Pretty Trendy Right Now.
Minimal resource usage (such as network resources).
Insanely Scalable.
Time to Value.

What is MQTT? Why is this ‘trendy’ today in OT?
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For reference: Compare to Zenoh (gaming, autonomous vehicles pub/sub), Ethernet/IP, OPC UA (manufacturing)



Let’s not get into too much detail… I’d rather pull in an expert off-line
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Regarding a more modern architecture (+UNS, MQTT, MTP, OPC UA, MCP)
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MCPUNS

*MCP = Model Context Protocol



A couple of examples
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What to deploy:

• Data connectors
• Virtual software controllers de-

coupled from PLC hardware
• Physics-based executable digital 

twins (BASF on next slide)
• AI machine vision solutions
• Full closed-loop control
• Front-line worker support
• Solutions to unsolved problems
• AI Copilots for OT environments
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Regarding scale
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Quantum Molecular Coarse 

grained

Meso Continuum

Length Scale

Materials Discovery, Design and Development

Workflow Optimization (experiments, tests, etc.)

Equipment Plant Site

Production

Process and Equipment       

Design, Engineering

Operations,

Maintenance

Few Atoms A Molecule Few Molecules
Many 

structures
Particles Equipment Process Manufacturing



Keep it simple and understandable
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Some more visuals and videos
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Regarding Open Process Automation DCS testbed @ MxD, Chicago, IL

16th STS-AIChE Southwest Process Technology Conference
Sept 22-23, 2025, University of Houston 

Organized by the South Texas Section of AIChE ®

Use Cases:
• OPA-F Testbed
• Process Monitoring
• Communication 

Monitoring
• Anomaly Detection
• Fault Prediction
• MTP, OPC UA, POL



Machine vision & synthetic data examples
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Vision AI 

for packaging verification

3D Vision Perception 3D Reasoning 3D Action

Vision AI for robotics tasks

AI for Quality Prediction 

3D Vision Perception 3D Reasoning 3D Action

Vision AI for robotics tasks

Vision AI and the Digital Twin

Training on Synthetic Data

Where to deploy:
• Process-level
• Plant-level
• Asset-level



Moving on to cybersecurity considerations
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Cloud 

Edge computing

Plant floor

Drive resource 
efficiency in 
operations

Take control of & 
secure your assets

Make your Brownfield 
adaptive while 
ensuring robustness

Adapt your 
production to
your batches 

Ideate & implement 
faster, establish trust

Efficiently deploy, 
manage & test the 

identical asset

01

03

02

06

04

05



Matching use cases with adequate security measures
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ICSS / DCS
SCADA
PLC / HMI

MCP*UNS

*MCP = Model Context Protocol



Holistic cybersecurity approach example

16th STS-AIChE Southwest Process Technology Conference
Sept 22-23, 2025, University of Houston 

Organized by the South Texas Section of AIChE ®



Racetrack approach and continuous improvement
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Thank you, contact, Q&A
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Siemens Chief Key Expert at Siemens ProveIt! Session - YouTube

Hear what is being done with Edge, UNS, MQTT*, IIoT

Siemens and OPA https://www.mxdusa.org/projects/23-02-01/ Siemens at Chemical Engineering webinar Siemens at Manufacturing USA Innovation Center MxD 

Learn Enterprise Recipe Management See these technologies in action in Chicago:

Thank You!

• Iiro Olavi Esko
• iiro.esko@siemens.com
• (281) 640-4039

*with Walker Reynolds

https://www.linkedin.com/in/iiro-esko-mba
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