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All parties reconcile their local
databases with a version
maintained and controlled by a

trusted central party

f How many copies of

One Copy

PERMISSIONED
Nodes need permission from a
central entity to access the
network and make changes

| the Ledger are there

Many
Copies

Each node in a P2P network
stores a full copy of the entire

ledger. Every proposed addition
to the ledge is communicated to

PUBLIC

Anyone can join and perform the
function of a Node, have a wallet,
view the ledger

all nodes.
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The “Chain” in the
Blockchain

Transaction\ / \

-

« Ablockchain is an ordered Transaction
sequence of blocks.

 Each block contains the hash of
the preceding block.

W

-

Transaction

Owner 1’s Owner 1’s Owner 1’s
PUBLIC Key

PUBLIC Key PUBLIC Key

» Any change to any block would
require re-hashing all the blocks
coming after. ( )

Owner 1’s | Owner 1’s /’ Owner 1’s
PRIVATE Key PRIVATE Key PRIVATE Key




Benefits of Blockchain Technology

Distributed Database Accessible to all parties; no central controller;
no intermediaries involved in transaction
verification

Peer-to-Peer Transmission | Node-to-Node communication:; store and
forward to all

Transparency with Every transaction visible to every node; Nodes
Pseudonymity are |D’d via 30-plus-character alphanumeric
address; transactions occur btwn addresses

Irreversibility of Records [Once on the block records cannot be altered,;
linked to the block before; chronologically
ordered; available to all others on the network
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Data Gumbo Blocks

Content of the

Data within block
block is encrypted ata within bloc

contains ownership keys
and access keys

Blockchain can be
grouped for faster
search, i.e. per well

Access limited by transaction
participants or by content
data access management

@ DATA
GUMBO




Smart Contracts

A iS a » Automate the transaction
computer protocol design to e
automate the perform ance « Guaranteed execution of terms
()f a contract « Terms tested in advance
 Full audit trail available to all
A key evolution of blockchain is the ability to add * All participants have the same
smart contract logic that consumes data on the block record of transactions
and can automatically execute terms and conditions
absent of an intermediary. * Fully secure
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Data Gumbo Smart Contracts v 1.0

DataGumbo

PROFILE STATISTICS BILLING COMPANY USER MANAGEMENT SMART CONTRACT

. A
- Account

(¢ Dashboard

|_D Smart Contract Owner Participants Smart Code From To Status
i1 Marketplace
D Test contract DataGumbo Statoil, Company1, GlebalLoop First script 06/01,/2017 00:00 06/12/2018 00:00 Active :
«d Messages
A Notifications C  smart Contract X | ©  Edit Smart Code ¥ Pending :
E N (fstore.dateTD dtTo) store.dateTo - diTo; Pending E
FE Developers ame Test contract
° Settings E Owner D calcbonus: Pending :
i +* . savingsOP
0 Help [ Participants Statoil v v feeOP : Pending :
feeCON -
c 1 ‘/ bonusCON
ompany - | sixMavg i i :
E o spreadRate E Pending :
GlobalLoop - v | j=onRoot (J0bject)IsonConvert.DeserializeObject(data);
E Ri json - jsonRoot["Summary™]; Pending E
- connectionDuration -Parse(json["Time Dr ne: 1-ToString(), CultureInfo.Invariant
totalDCType -Parse(json["Hum DCs"].ToString: CultureInfo.InvariantCulture);
E Ri accAvgMs - TimeSpan.FromMilliszeconds(2); Pending H
{{connectionDuration ) (totalDCType )]
From* 06/01/2017 + 00:00
averageDrillingConnection - connectionDuration / totalDCType; 14 ¢ 3 >
accAvgMs - TimeSpan.FromMillizeconds(averageDrillingConnection);
To* 06/12/2018 = 00:00
AccaverageD(Min - accAvgMS.TotalMinutes;
Smart Code* First script - drillingGainLoss - Math.Round((sixMavg - AccaverageD(Min) - totalDCType, 2);
savingsUSD - Math.Round((spreadRate / ( )) © drillingGainlLoss, 2);
EDIT
keepOP - Math.Round((savingsUSD * savingsOP) /
Lock ® ( payOPDG - Math.Round((savingsusD - feeOP) /
payCONDG - Math.Round((savingsUSD -~ feeCON) /
payCON - Math.Round((savingsUSD * bonusCON) /
Note any note 1!
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MANUF.
& NEW
BLOCK

| NEW BLOCK w/
FINGERPRINT START DESIGN PACKAGE,
ADDED LICENSE, QUANTITY

Next part is produced and

: )) 0 added, which starts cycle again
3D scanner delivers digital metrology TO ALL
certification; Digital Material Signatures -+ ! . E NODE S
are added to Metadata Block for more Part is digitally created as Digital Product Hash ID is sent as transaction to single
details of authenticity Definition in which a unique Hash ID of its : Blockchain server and represented as
data integrity is generated secured Metadata Block v

i W

Once approved, the part is Metadata Block is

manufactured and Metadata FACTO RY F |_ OO R automatically broadcast
Block is updated with D | G |TA|_ TH R EAD to every partner node on st

provenance data and timestamp CY B E R— P H YS I CA |_ the network
-‘?

The digital part file is sent to manufacturer in Metadata Block is permanently added Network approves
which the file’s Hash ID is compared with the to the Blockchain, which provides an Metadata Block as valid
Blockchain’s record to ensure it is the same indelible and secured record

e a2

Q .
If correct, then the part file proceeds

* to manufacturing equipment . HASH N EW B LOCK !

— Ifincorrect, then the part file has been
tampered with or corrupted COMPARE A CONSENSUS .




Make it real

Think big,

Activities

Outputs

Discover

Understand the

problem, define

the use case and
objectives

Vision

Set the agenda,
objective, and
definition of
success

Design
Define, agree,

and document
technical design

Hypothesis

Establish a set of
hypotheses and
claims to test in the
proof-of-value
releases. Include
specific criteria for
measuring business
success

Proof
of value

Build and measure a
blockchain-based
proof-of-concept

Design
specification

Document functional and

technical design for each
proof-of-value stage

Proof of value

Redesign, build, and measure based
on the outcome of the first review

Persevere
or pivot

Review the first
outcomes and make
a decision to either
persevere with

the solution or
pivot to another
proof-of-value cycle

start small, iterate, learn

Proof of value

Redesign, build, and measure based on
the outcome of the second review

Summary and findings

Review and record the outcomes, value
delivered, and capabilities developed




Additional Resources

* YouTube video — One of the best 5 minute explanations of blockchain that I've
found

 https://youtu.be/l4ACZJTyLY G4

 Video was produced by the Centre for International Governance Innovation.
You can search for them on YouTube and locate the video that way as well.

« If you want to interact with a blockchain and see how a simplified version of

hashing and how blockchains can be ‘broken’ if a block of data is manipulated,
try this out:

 Recorded demo: https://anders.com/blockchain/
* Try it yourself: https://anders.com/blockchain/blockchain.ntml
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