	Attachment 5 – CCPS® Security Vulnerability Analysis Target Attractiveness Form

Step 2: Facility Characterization 

- Confidential Business Sensitive Information- 

	Date:
	  /  /  

	Project Number:
	     

	Project Name:
	     

	Facility Name:
	     
	Contact Name:
	     

	Location:
	     

	Address:
	     


	Critical Asset
	     

	Step
	Action

	
	The following matrix is designed to support the classification of targets within the chemical industry based on “attractiveness” to terrorist organizations.

	1
	Potential for mass casualties/fatalities

	
	On a scale of 1-4 (with 1 being far removed and 4 being very close) what is the proximity of general population to the target area? 
	_ _

	
	On a scale of 1-4 (with 1 being sparsely populated and 4 being densely populated) what is the population density in the area of potential around the target area?
	_ _

	2
	Extensive Property Damage

	
	On a scale of 1-4 (with 1 being minimal damage and 4 being significant damage) what is the potential for extensive property damage in the area of potential around the target area within the control of the company/entity involved?
	_ _

	
	On a scale of 1-4  (with 1 being minimal damage and 4 being significant damage) what is the potential for extensive property damage in the area of potential around the target area in the general public sector?
	_ _

	3
	Disruption of the National, Regional or Local Economy



	
	On a scale of 1-4 (with 1 being minimal impact and 4 being significant impact) what is the impact of the incident on the national economy?
	_ _

	
	On a scale of 1-4 (with 1 being minimal impact and 4 being significant impact) what is the impact of the incident on the regional economy?
	_ _

	
	On a scale of 1-4 (with 1 being minimal impact and 4 being significant impact) what is the impact of the incident on the local economy?
	_ _

	4
	Response plans in place

	
	On a scale of 1-4 (with 1 being good response plans and 4 being weak plans) what is the effectiveness of the response plans in place within the company involved?
	_ _

	
	On a scale of 1-4 (with 1 being good response plans and 4 being weak plans) what is the effectiveness of the response plans in place in the community involved?
	_ _

	5
	Response plans/equipment needed to safely respond

	
	On a scale of 1-4 (with 1 being relatively simple and 4 being difficult) how difficult is it to communicate the appropriate and necessary response to be taken?
	_ _

	
	On as scale of 1-4 (with 1 being readily available and 4 being difficult to obtain) how readily available are the items needed to provide adequate protection for the time needed to successfully escape the situation?
	_ _

	6
	Ease of access to target

	
	On a scale of 1-4 (with 1 being difficult to access and 4 being easy to access) how identifiable and accessible are the target areas to potential terrorists or the general public?
	_ _

	7
	Media Attention

	
	On a scale of 1-4 (with 1 being little interest from the media and 4 being major media interest, what would the impact be in terms of media attention?
	_ _

	8
	Company Reputation and Branding

	
	On a scale of 1-4 (with 1 being low recognition and 4 being highly recognizable) how well recognized is your company or product in the U.S. general public?
	_ _

	
	On a scale of 1-4 (with 1 being low recognition and 4 being highly recognizable) how well recognized is your company or product in the global general public?
	_ _

	9
	Total the scores for all 15 questions.
	_  _

	10
	Determine attractiveness of the target using the following criteria:

15-30 = Low Attractiveness (L)

30-45 = Medium Attractiveness (M)

45-60 = High Attractiveness (H)
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